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1L.RT 4L

1.1 RT7 L
HR & SAY-TECH-SV01
0S Red Hat Enterprise Linux 9.1 (Plow)
H—FIN—=2 3> Linux 5.14.0-162.6.1.el9_1.x86_64
S RT LDFESFE x86-64

12. " —=F9z7

ETILE Virtual Machine
A—Hh—% Microsoft Corporation
Y TIES XXXXXXXXXXXXXXXXX
CPU% Intel(R) Xeon(R) CPU E3-1220 v5 @ 3.00GHz
WEET Oty Y —# 1
TRy - 0T 2
RETOEy U —# 2
KE 2702716 kB (2.58 GB)
A7 2306044 kB (2.20 GB)
13. 7—bR—4—

GRUB 20E&7E 7 7 1 /L (/etc/default/grub) DNB = LH L T £ T,

GRUB_TIMEOUT=5

GRUB_DISTRIBUTOR="$(sed 's, release .*$,,g' /etc/system-release)"

GRUB_DEFAULT=saved

GRUB_DISABLE_SUBMENU=true

GRUB_TERMINAL_OUTPUT="console"

GRUB_CMDLINE_LINUX="resume=/dev/mapper/rl-swap rd.lvm.lv=rl/root rd.lvm.lv=rl/swap rhgb quiet"
GRUB_DISABLE_RECOVERY="true"

GRUB_ENABLE_BLSCFG=true

1.4. Bf &

At & L DR ERNA (timedatect) ZR&H L TLWE T,

== 0] 47
[RTC in local TZ] RTCOA—AHILEA LBRETT,
[DST active] EREOEKRETT,
[NTP enabled] / [NTP service] NTPERILDZE T,

XKTAAMIE2—=2a3 PN =Va3vDEWVWILYVBEEAYERZBEL DY £7,

Local time: & 20YY-MM-DD HH:mm:SS JST
Universal time: €& 20YY-MM-DD HH:mm:SS UTC
RTC time: & 20YY-MM-DD HH:mm:SS

Time zone: Asia/Tokyo (JST, +0900)

System clock synchronized: yes

NTP service: active

RTC in local TZ: no

15. A A—F—>av
AJ7A—5F—>3>DRET 74 /(/etc/logrotate.conf) DNAEZZHL TLWET,
# see "man logrotate" for details

# global options do not affect preceding include directives

# rotate log files weekly
weekly

# keep 4 weeks worth of backlogs
rotate 4



# create new (empty) log files after rotating old ones
create

# use date as a suffix of the rotated file
dateext

# uncomment this if you want your log files compressed
#compress

# packages drop log rotation information into this directory
include /etc/logrotate.d

# system-specific logs may be also be configured here.

n/0—7—>a3>®O7 14 L7 bU—(/etc/logrotate.d) ICREINIY—ERXTEDRET7 7 A LO—ETT,
No. EREZ 74l

1 -rw-r--r--. 1 root root 91 48 1 2021 bootlog
2 -rw-r--r--. 1 root root 130 108 14 2019 btmp — IR
ab & g
1.6. SELinux

SELinux® % E 7 7 1 ) (/etc/selinux/config) DRBZZEH L TWE T,

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.

# disabled - No SELinux policy is loaded.

# See also:

# https://docs.fedoraproject.org/en-US/quick-docs/getting-started-with-selinux/#getting-started-with-selinux-selinux-states-and-modes

#

# NOTE: In earlier Fedora kernel builds, SELINUX=disabled would also

# fully disable SELinux during boot. If you need a system with SELinux

# fully disabled instead of SELinux running with no policy loaded, you

# need to pass selinux=0 to the kernel command line. You can use grubby
# to persistently set the bootloader to boot with selinux=0:

#

# grubby --update-kernel ALL --args selinux=0

#

# To revert back to SELinux enabled:

#

# grubby --update-kernel ALL --remove-args selinux

#

SELINUX=enforcing

# SELINUXTYPE= can take one of these three values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are protected.
# mls - Multi Level Security protection.

SELINUXTYPE=targeted

1.7. sudo 7 7 2 R ¥R
sudo 77 RHEBRDERTE 7 7 1 )L (/etc/sudoers) DRNBE#LEH L TLWET,

## Sudoers allows particular users to run various commands as

## the root user, without needing the root password.

##

## Examples are provided at the bottom of the file for collections

## of related commands, which can then be delegated out to particular
## users or groups.

##

## This file must be edited with the 'visudo' command.



## Host Aliases

## Groups of machines. You may prefer to use hostnames (perhaps using
## wildcards for entire domains) or IP addresses instead.

# Host_Alias  FILESERVERS = fs1, fs2

# Host_Alias  MAILSERVERS = smtp, smtp2

## User Aliases
## These aren't often necessary, as you can use regular groups

## (ie, from files, LDAP, NIS, etc) in this file - just use %groupname
## rather than USERALIAS

# User_Alias ADMINS = jsmith, mikem

— AP & B




2.T4RY

21. BT 41 RY
No. 7L TARY TARIYAR w7294 X GRE/HE)
1 Msft Virtual Disk (scsi) /dev/sda 42.9GB 512B/4096B
2 Msft Virtual DVD-ROM (scsi) /dev/sr0 9008MB 2048B/2048B
22. T4 RVBE
No. T77AINY AT L 247 YA FERAE TERE fER=E
1 devtmpfs devtmpfs 4.0M 0 4.0M 0%
2 tmpfs tmpfs 919M 0 919M 0%
3 tmpfs tmpfs 368M 23M 346M %
23. N—=TFT4¥av
No. F/N\A X Ay o E2n)
AD v —HFS ~AF—F5
1 8 0 41943040 sda
2 8 1 614400 sdal
3 8 2 1048576 sda?2
24. 27V bE%
No. <y hBRE
1 /dev/mapper/rl-root / xfs  defaults 00
2 UUID=3f5f5841-7127-428f-9¢57-7d395b2a2c75 /boot xfs  defaults 00
3 UUID=3B0D-B47A /boot/efi vfat  umask=0077,shortname=winnt 0 2
25.LVM R a—LTN—7F
--- Volume group ---
VG Name rl
System ID
Format lvm2
Metadata Areas 1
. S
ERE BE
2.6. LVM $8EXRY 2 — L
--- Physical volume ---
PV Name /dev/sda3
VG Name rl
PV Size 38.41 GiB / not usable 2.00 MiB
— B A
A& B
2.7. LVM ®EXRY 2 — L4
No. /%% &R0 R a—LoN—7 T U A
1 /dev/rl/swap swap rl read/write
2 /dev/rl/root root rl read/write

N—=F4>aryT—7
gpt
msdos

XY MIE
/dev
/dev/shm
/run

Y4 X IKRE
<2.20 GiB available
36.21 GiB available



3. xvb7—7

3. 2y b 7—=9FNA R

systemd-networkd TEEINTWD Ry F 7 =0T X T,

No. 1

E2ye]

Vo774

2y bT—=0 774
247

KR8

INR

FZA/N—
MACT KL X
MACT KL & (ke)
MTU
Fa1—-—0RE (%fF, ZE)
F—hxa>T—>3>
2E—FR
—EBfEFE—F

7 RLXR

JF—hryzA

DNS

BRRER XA
Activation Policy
Required For Online

No. 2

E2ye]

V> o 7741
Yy bT—=0T7 74
247

NG

INR

FZA/N—
MACT kL X
MACT KL & (ke)
MTU

F1—0RE (EfE ZE)

F—hxa>T—> 3>
AE—F
“EEEE-F

7 FLX

R

DNS

BRRER XA
Activation Policy
Required For Online

lo

n/a

n/a

loopback

n/a (unmanaged)
XXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXX
00:00:00:00:00:00
XXXXXXXXXXXXXXXXX
65536

1,1
XXXXXXXXXXXXXXXXX
XXXXXX XXX XXXXXXXX
XXXXXXXXXXXXXXXXX
127.0.0.1

i1
XXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXX
up

yes

eth0
/ust/lib/systemd/network/99-default.link
n/a

ether

n/a (unmanaged)

acpi-VMBUS:00

hv_netvsc

xxaxxexxaxx:xx:xx (Microsoft Corporation)
XXXXXXXXXXXXXXXXX

1500 (min: 68, max: 65521)

64, 64

no

2Gbps

full

XXXXIXXXXEXXXKEXKXX XXX EXXXK XXX XXX
XXXXXXXKXXXXXXKXKX

XXXXXX XXX XXXXXXXX
XXXXXXXXXXXXXXXXX
up
yes

NetworkManager TEEENTWBRY F T —2FNNA X TT,

No. 1

E20}

247
MACT kL X
MTU

KRE

B

INR
IPv4 7 F L X

eth?

ethernet
XXIXXXX XX XX XX
1500

100 (connected)
eth?

/org/freedesktop/NetworkManager/ActiveConnection/7

XXX XXX XXX.XXX/ 24



IPvd & — b5z A

IPv4 )L— b

|Pv4 DNS

IPvd K XA >

IPv6 7 F L X

IPv6 5 — b A

IPv6 JL— k
No. 2

&l

247

MACT kL X

MTU

KR8

B

INR

IPvd 7 KL =

IPvd 5y — btz A

IPv4 )L— |

|Pv4 DNS

IPvd KX A >

IPv6 7 F L X

IPv6 5 — b A

IPv6 JL— k

3.2. UV ILN—iERk

USSILN—HEpk 7 7 A JL(/ete/resolv.conf) DEETE

# Generated by NetworkManager
search say-tech.co.jp say-tech.co.jp

nameserver XXIXXIXXIXXIXXIXX

33. %Xy 79 F—3Y

No. 1
TNA X%
setup:
runner: activebackup
runner:

active port:

3. %y b7—=0KVT4 Y

No. 1
TINARE

XXX XXX XXX XXX
dst = xxx.xxx.xxx.xxx/24, nh = 0.0.0.0, mt = 105

dst = 0.0.0.0/0, nh = xxx.xxx.xxx.xxx, mt = 105
XXX XXX XXX XXX

XXX XXX XXX XXX
XXXXEXXXXEXXXX XXX XXX XXX X XXX XX XXX/ B4
XXXXEXXXX XXX XXX XXX XXX X XXXKEXXXX
dst = xxxx::/64, nh = :;, mt = 1024

dst = ::/0, Nh = XXXXIXXXXIXXXXIXXXXIXXXKXXXXXXXX:X XXX, mt = 20105

eth0

ethernet

XXIXXXX XXX XX

1500

100 (connected)

eth0
/org/freedesktop/NetworkManager/ActiveConnection/1
XXXXXXXXXXXXXXXXX
XXXXXX XXX XXXXXXXX
XXXXXXXXXXXXXXXXX
XXXXXX XXX XXXXXXXX
XXXKEXXXKIXXKXXXKX XXX XXX K XXX XXX
XXXKEXXXKIXXKXIXXKX XXX XXX K XXX XXX
dst = fc00::/8, nh = :;, mt = 100

HNARTY,

teamqgatest

—RBE RS

bondgatest

Ethernet Channel Bonding Driver: v5.14.0-162.6.1.el9_1.x86_64

Bonding Mode: load balancing (round-robin)
MII Status: down
Slave queue ID: 0

3.5. hosts

hosts 7 7 1 JL(/etc/hosts) DEEFERB T,

—aB& g

127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomain4

w1 localhost localhost.localdomain localhost6 localhost6.localdomain6



4. 7747 74+—I

4.1. Uncomplicated Firewall

Uncomplicated Firewall (ufw) DIREEE BExhBIL—ILD—BE T,

N active

No. To Action

1 22 ALLOW IN

2 22 (v6) ALLOW IN
4.1. firewalld

firewalldD T _RTDY — > DRERNETT,

block
target: %9%REJECT %%
icmp-block-inversion: no
interfaces:
sources:
services:
ports:
protocols:
forward: yes
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:
rich rules:

4.2. nftables

nftablesTEEBINTWAIL—ILEY FTF,

table ip filter {
chain ufw-before-logging-input {

}

chain ufw-before-logging-output {

}

chain ufw6-user-limit-accept {
counter packets 0 bytes 0 accept

0SA*Ubuntudigd

From
Anywhere
Anywhere (v6)

OSHUbuntullA DS

—ABE B




5. X8y r—
5.1.yum FL—7Y R b
yum TEBEINTWSB /Xy 5 —2 JI—T7TF,

Loaded plugins: builddep, changelog, config-manager, copr, debug, debuginfo-install, download, generate_completion_cache, groups-manager,
YUM version: 4.12.0
cachedir: /var/cache/dnf

Smart Card Support (smart-card)

5.2. Debian /8y 5 —

A VR b —ILiEHDDebian /Xy =Y D—ETT,

No. %HI T—FT N=Y3av B
7T ¥
1 accountsservice amd64  22.07.5-2ubuntul.3 query and manipulate user account information
2 acl amd64 2.3.1-1 access control list - utilities
3 acpi-support amd64  0.144 s \CPI events
AP & B

5.3.RPM /8y r—<

AV X b= WEHDRPM /8y 57— D—HETT,

No. &l T—F%T N=Yav gI—7 Ny & — =
JF v
1 libgce x86_64 11.3.1-2.1.el9 Unspecified Red Hat, Inc. GCC version 11 shared support library
2 fonts-filesystem noarch 2.0.5-7.el9.1 Unspecified Red Hat, Inc.  Directories used by font packages
3 linux-firmware- noarch 20220708-127.el9 Unspecified Red Hat, Inc.  WHENCE License file
whence

—APE B




6. ¥—ER

O 00 N oo O B W N = Z

—
o

=

F—EXR
accounts-daemon.service
acpid.service
alsa-restore.service
alsa-state.service
alsa-utils.service
anacron.service
apparmor.service
apport-autoreport.service
apport-forward@.service
apport.service

EBNERTE
enabled
disabled
static
static
masked
enabled
enabled
static
static

enerated




7. a—H—=ton—-7
71 2—H—

/etc/passwd ICEFINTWEA—F—-THU > FO—ETT,
No. H“HEARR

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
Ip:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/shin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin

© 00 N o o B W N -

—
o

operator:x:11:0:operator:/root:/sbin/nologin

— A& A%

12. 9n—7

/etc/group ICEHFEINTWE I L—TD—ETT,
No. HERR

root:x:0:

bin:x:1:

daemon:x:2:

sys:x:3:

adm:x:4:

tty:x:5:

disk:x:6:

[p:x:7:

© 00 N o O B W N -

mem:x:8:

—
o

kmem:x:9:

—aBE B




8. SSH

8.1. FRREER
OpenSSH®DERTE 7 7 4 /L (/etc/ssh/sshd_config) D E AR/ E T,
INZ 7 — FER yes
F v LI RRRFBEE no
NFRERAE yes
rootB 7' A > FFA] yes
8.2. OpenSSH

OpenSSH®DERTE 7 7 A /L (/etc/ssh/sshd_config) DRAE#ZEH L T X7,
# $0penBSD: sshd_config,v 1.104 2021/07/02 05:11:21 dtucker Exp $

# This is the sshd server system-wide configuration file. See
# sshd_config(5) for more information.

PermitRootLogin yes

PasswordAuthentication yes

PermitEmptyPasswords no

—aPE B




9. NTPH —s3—
NTP®DERE 7 7 1 /L (/etc/ntp.conf) DRBE T,

# /etc/ntp.conf, configuration for ntpd; see ntp.conf(5) for help

driftfile /var/lib/ntp/ntp.drift

# Leap seconds definition provided by tzdata
#broadcast XXX XXX XXX. XXX

# next lines. Please do this only if you trust everybody on the network!
#disable auth

#broadcastclient _E,_B_Ié\mg

Chrony®E&E 7 7 4 /L (/etc/chrony.conf) DNAE T,

# Use public servers from the pool.ntp.org project.
# Please consider joining the pool (https://www.pool.ntp.org/join.html).
pool 2.rhel.pool.ntp.org iburst

# Use NTP servers from DHCP.
# Specify directory for log files.

logdir /var/log/chrony

# Select which information is logged.

#log measurements statistics tracking _ﬁB, N
—EBE g




10. H—FIWINFA—5 —

O 00 N oo O B W N = Z
o

—
o

R EME

abi.vsyscall32 =1

crypto.fips_enabled = 0

crypto.fips_name = Red Hat Enterprise Linux 9 - Kernel Cryptographic API
crypto.fips_version = 5.14.0-162.6.1.el9_1.x86_64

debug.exception-trace = 1

debug.kprobes-optimization = 1

dev.cdrom.autoclose = 1

dev.cdrom.autoeject =0

dev.cdrom.check_media =0

dev.cdrom.debug =0 _E‘B{é\mg




11.95yvagy7
11.1. kdump

kdumpDE&E 7 7 1 )L (/etc/kdump.conf) DRA T,

# This file contains a series of commands to perform (in order) in the kdump
# kernel after a kernel crash in the crash kernel(1st kernel) has happened.

#

# Directives in this file are only applicable to the kdump initramfs, and have

# no effect once the root filesystem is mounted and the normal init scripts are
#force rebuild 1

#force_no_rebuild 1

#dracut_args --omit-drivers "cfg80211 snd" --add-drivers "ext2 ext3"
#fence_kdump_args -p 7410 -f auto -c 0 -i 10

#fence_kdump_nodes nodel node2 TR 22N
- nB‘é Hg

11.2. kdump A= ARV R T4V INFTA—Z—

kdump h—%J)L AV RZ74 2 NI A—=Z—%HFHEIL TWBERE 7 7 A /L (/etc/sysconfig/kdump) DRAR T,

# Kernel Version string for the -kdump kernel, such as 2.6.13-1544.FC5kdump
# If no version is specified, then the init script will try to find a

# kdump kernel with the same version number as the running kernel.
KDUMP_KERNELVER=""

# Logging levels: no logging(0), error(1),warn(2),info(3),debug(4)
#

# KDUMP_STDLOGLVL=3
# KDUMP_SYSLOGLVL=0

# KDUMP_KMSGLOGLVL=0

—ABE B




12. cloud-init

clooud-init®&&E 7 7 1 )L (/etc/cloud/cloud.cfg) DRE T,

# The top level settings are used as module
# and system configuration.
# A set of users which may be applied and/or used by various modules
# when a 'default' entry is found it will reference the 'default_user'
# from the distro configuration specified below
# Other config here will be given to the distro class and/or path classes
paths:
cloud_dir: /var/lib/cloud/
templates_dir: /etc/cloud/templates/

ssh_svcname: sshd

—RBE B
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